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Overview

• The facts

• The law

– As it is

– As it ought to be



The facts – the Internet

• All natural circumstances – technical and 
financial – limiting infringements, are gone

• Distribution is simple, fast, viral, global, 
(almost) free and without quality reduction

• Infringers are anonymous and their anonymity 
is protected both by circumstance and by law

• Different infringement ”models” 

– One-to-many and many-to-many; downloading and 
streaming



The facts – the infringements

• 1 billion illegal music downloads every year

• 50 % music sales reduction in 10 years

• More movies watched illegally on the Internet 
than legally in movie theatres

• NOK 100-200 million loss of revenue in movie 
industry every year

• Approx. 150 000 active users every day of The 
Pirate Bay alone



The facts – the participants

• The infringers – regular end users

• The middlemen – advanced end users, dubious 
business men, regular criminals

• The victims – cultural workers

• The ISPs – both enable the infringements and, 
more importantly, best placed to bring them to 
an end



The law as it is

• Norway has implemented

– TRIPS Agreement (1994)

– Data Protection Directive (95/46/EC)

– Copyright Directive (2000/29/EC)*

– E-commerce Directive (2000/31/EC)

– Telecoms Package 2002

* Article 8.3 has not yet been implemented.



The law as it is II

• Norway has not implemented

– WCT and WPPT (1996)

– Enforcement Directive (2004/48/EC )

– Data Retention Directive (2006/24/EC)

– Telecoms Reform Package (2009/140/EC)



The law as it is III

• ISP liability

• Production of evidence

– Processing of personal data

– Data retention

• Graduated response

• Blocking of service

• Access to identity



The law as it is IV

• ISPs (Internet Access Providers) are not liable
for their customers’ copyright infringements

– No contributory liability, RG 2010 p. 171 (Telenor)

• ”Telenor’s neutral and technical contribution to these 
actions [that some of Telenor’s customers via The Pirate Bay 
directly between themselves upload or download copyright 
protected material] is too remote for them to be 
characterized as illegal and punishable actions within the 
meaning of the law.”

– In addition exempted from liability, Section 16 of the 
E-commerce Act



The law as it is V

• Processing of personal data

– Privacy Appeals Board extended license, 05.11.2010

• The personal data is considered sensitive

• Sections 8 f and 9 e of the Personal Data Act provide legal 
basis for the processing in question

• No changed circumstances give reason to refuse extension

• Data retention

– ISPs are entitled, but not obligated, to retain the link 
between IP address and customer name and address 
for up to three weeks, Data Inspectorate 11.03.2009



The law as it is VI

• Graduated response

– ISPs are entitled, but not obligated, to forward 
notices from victims of copyright infringements

• The Personal Data Act does not prevent such forwarding, 
the Data Inspectorate 11.03.2009

• The obligation to maintain secrecy according to section 2-9 
of the Electronic Communications Act does not prevent 
such forwarding, the Ministry of Transport and 
Communications 12.03.2010

– ICT-Norway and its members refuse to cooperate



The law as it is VII

• Blocking of service

– No legal basis in Norwegian law for ordering ISPs to 
block access to service, RG 2010 p. 171 (Telenor)

• No contributory liability
– In addition to the quote above, the Court of Appeal also refers i.a. 

to the general principle of unlawfulness 
(“rettsstridsreservasjonen”)

• Heralded review of the Copyright Act
– The Court of Appeal assumes that the Ministry of Culture will 

concretize contributory liability for illegal file sharing



The law as it is VIII

• Blocking of service II

– Should the implementation of article 8.3, ref. recital 
59, of the Copyright Directive…

• “In the digital environment, in particular, the services of 
intermediaries may increasingly be used by third parties for 
infringing activities. In many cases such intermediaries are 
best placed to bring such infringing activities to an end.”

– … as interpreted by the Court of Justice in C-557/07

• “Access providers which merely provide users with Internet 
access, … must be regarded as ‘intermediaries’ within the 
meaning of Article 8(3) of Directive 2001/29.”



The law as it is IX

• Blocking of service III

– … be based on contributory liability and the general 
principle of unlawfulness?

• “Telenor’s neutral and technical contribution to these 
actions is too remote for them to be characterized as illegal 
and punishable actions within the meaning of the law.”



The law as it is X

• Access to identity

– Clear statutory authority , Rt. 2010 p. 774 (Altibox)

• For access to the identity of an affected subscriber from 
his or her ISP, through securing of evidence outside a 
lawsuit

• Petition submitted both to the Norwegian Post and 
Telecommunications Authority and the District Court

• Chapter  28 ref. section 22-3 of the Dispute Act ref. section 
2-9 of the Electronic Communications Act

• Also when the affected subscriber isn’t notified before the 
securing of evidence is carried out, section 28-3 (4)



The law as it is XI

• Access to identity II

– Even as part of “private investigation”

• “When  the legislation establishes such right to 
compensation  [due to violation of rights according to the 
Copyright Act], I cannot see that the rights holders shouldn’t 
be able to use securing of evidence to ascertain the identity 
of persons against whom a claim for compensation might be 
brought forward.”



The law as it is XII

• Access to identity III

– Comment made that “the subscriber couldn’t have a 
legitimate expectation of protection of unlawful use”

– The subscriber “should be given the opportunity to 
invalidate such suspicion [that the subscriber also has 
been behind the unlawful activity] after the 
respondents has been informed about the identity”

– Access to the subscriber’s identity “clearly” fulfils 
the requirements of article 8.2 of the European 
Convention on Human Rights



The law as it is XIII

• Access to identity IV

– A reference to the preparatory works of the Swedish 
IPRED law provides a clear guideline for future case

• Making available (uploading) one movie or one musical 
work to the public usually constitutes a “violation of a 
certain extent”, an thus fulfils the requirement for access to 
identity



The law as it is – scorecard

Copyright infringements

• ISP liability 0 pts.

• Prod. of evidence -1 pts.

• Graduated response -2 pts.

• Blocking of service -2 pts.

• Access to identity 1 pts.

• Sum - 4 pts.

SPAM, viruses, etc.

• ISP liability 0 pts.

• Prod. of evidence 1 pts.

• Graduated response 2 pts.

• Blocking of service 2 pts.

• Access to identity 2 pts.

• Sum 7 pts.



The law as it ought to be

• Objective – restore the balance

• Means – weigh the affected interests

– Requires thorough legal analysis of both the facts 
and the law

– Take the distinctive character of Internet into 
consideration

• All natural circumstances limiting infringements are gone

• Unrestricted global distribution

• Anonymous infringers

• Different infringement models



The law as it ought to be II

• Means – weigh the affected interests II

– Protect fundamental civil rights

• Society’s obligation to assist victims with stopping and 
compensating rights violations

• Victim’s right to produce evidence of the violation

• Privacy, freedom of speech and right of ownership

• Draw on the experience from adjacent areas

– SPAM/viruses, etc., child pornography, violations of 
privacy

– Effective extrajudicial measures are essential



The law as it ought to be III

• Effective extrajudicial measures

– Preferred dispute resolution in society at large

• Least burdensome for both victim, infringer and courts of 
justice

– Effectiveness depends on the efficiency of the 
procedure, and the parties’ assessments of the 
alternative

• Efficient filing, decision and execution

• Effective reaction if violations continue

– Costs and other burdens not prevent utilization



The law as it ought to be IV

• Different violations require different measures

– Graduated response, blocking of service and, 
ultimately, access to identity



Questions?

• Rune Ljostad

– rl@simonsenlaw.no; +47 911 21 180

• More information

– Responsible Internet, www.ansvarliginternett.no

– SIMnews, simnews.no
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http://www.ansvarliginternett.no/
http://simnews.no/

